CASE STUDY

From Complexity to Clarity: Spang's CMMC Level 2 Readiness Journey

BUSINESS OVERVIEW

Spang & Company is a diversified manufacturer
of precision magnetic materials, advanced
power systems, and custom-engineered
components that support a wide range of
industrial and defense applications. The
company has three divisions, Spang Magnetics,
Spang Engineered Solutions, and Spang Power
Electronics. It has its headquarters in
Pittsburgh, Pennsylvania.

Spang has built a reputation for delivering
reliable, high-quality components that meet
the most demanding performance standards.
Its products and technologies are trusted by
customers across industries where precision,
durability, and efficiency are critical. The
company's integrated approach to engineering
and manufacturing enables it to provide
comprehensive solutions from design and
prototyping to full-scale production.

As a key DoD supplier, Spang routinely manages
Controlled Unclassified Information (CUI) in

the development and delivery of defense-
related products. Recognizing the increasing
cybersecurity expectations within the defense
sector, the company took proactive steps to
strengthen its information security posture

and align with the Department of Defense's
Cybersecurity Maturity Model Certification
(CMMC) framework.
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KEY CHALLENGES

DEFINING THE CMMC LEVEL 2 ASSESSMENT BOUNDARY~- Determining the assessment boundary is one of the most
important strategic and financial decisions in preparing for CMMC certification because it directly defines the scope

of what Spang must secure, assess, and maintain. For the organization, the boundary determines the cost, risk, and
operational impact of compliance.

ACHIEVING CLARITY IN CUI DATA FLOWS AND ASSET IDENTIFICATION - Determining the Controlled Unclassified
Information (CUI) data flow is a foundational task in preparing for CMMC compliance because it defines where sensitive
information lives, how it moves, and who interacts with it. Mapping how CUI moved through Spang's systems was
essential to defining a defensible compliance boundary.

7—) ESTABLISHING A FOUNDATION FOR CMMC LEVEL 2 READINESS - Spang sought to build a sustainable compliance
=7 Pprogram aligned with NIST SP 800-171 and CMMC Level 2 requirements. The challenge involved evaluating current
\' practices and developing the structure for ongoing cybersecurity governance, documentation, and training needed to
support official C3PAO certification efforts.

Spang & Company partnered with Idenhaus Consulting to prepare for its CMMC Level 2 certification. The project began
with a detailed Scoping and Discovery phase to identify systems, assets, and business processes that interact with CUL.
Idenhaus led collaborative workshops and conducted structured interviews across engineering, IT, and operations to
define how CUI flowed through the enterprise. The final CUI Scoping Report provided a clear assessment boundary,
ensuring that all relevant systems and facilities were properly identified and categorized for compliance.

In the second phase, Idenhaus conducted a thorough CMMC Level 2 Gap Assessment to evaluate Spang’s implementation
of controls across all 14 CMMC security domains. The review included analysis of key documentation, policies and
procedures, as well as Managed Service Provider (MSP) responsibilities for monitoring and incident response. Guided by
certified CMMC experts, Spang gained a clear understanding of its cybersecurity maturity and precise insight into where
to focus remediation efforts.

Idenhaus’ collaborative CMMC assessment methodology transformed the certification process from an administrative
challenge into a structured business improvement initiative, protecting DoD contract eligibility, strengthening internal
security posture, and demonstrating responsible management of controlled unclassified information. This focused
strategy strengthened Spang's competitive positioning by streamlining certification timelines, maintaining ongoing
eligibility for DoD contracts, and proving resilience to supply chain partners. Spang is now well-positioned to move
forward with a formal C3PAO audit.
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IDENHAUS CMMC ASSESSMENT

VOICE OF THE CUSTOMER

“The Idenhaus team kept us on track and made a complex process
feel manageable. Their thorough yet efficient approach balanced
depth with our schedule and resources, giving us clear direction on

where to focus next.”

- BRIAN BUDDEMEYER, VICE PRESIDENT, INFORMATION TECHNOLOGY

IDENHAUS CMMC ASSESSMENT APPROACH

PHASE 1: SCOPING & DISCOVERY

Idenhaus began the engagement with a comprehensive
effort to understand Spang'’s environment and define
the boundary for CMMC Level 2 assessment. This phase
focused on mapping CUI across business processes,
systems, and facilities, providing a clear foundation for
future certification efforts.

¢ CUI Data Flow Mapping: Conducted detailed
discovery sessions to trace how CUl was received,
processed, and transmitted across operations.

e Asset Categorization & Classification: Identified
and categorized all assets in accordance with
the CMMC Level 2 Scoping Guide, including CUI
Assets, Security Protection Assets, Contractor Risk
Managed Assets, Specialized Assets, and Out-of-
Scope Assets.

¢ Facility Evaluation: Reviewed domestic and
international locations to determine which were
in scope for assessment based on their interaction
with CUI.

¢ Assessment Boundary Definition: Delivered a
comprehensive CUI Scoping Report that clearly
defined the assessment boundary and documented
allin-scope elements by asset type.

PHASE 2: GAP ASSESSMENT & READINESS PLANNING

Building on the results of the scoping effort, Idenhaus
conducted a detailed CMMC Level 2 Readiness Review to
assess Spang’s current cybersecurity maturity and identify
areas for improvement. The team carried out structured
and in-depth discovery sessions with key stakeholders

to gather, verify, and document information related to
existing security practices.

e Comprehensive Gap Analysis: Evaluated Spang’s
cybersecurity controls and practices against all 110 NIST
SP 800-171 and CMMC Level 2 requirements to establish a
clear baseline for improvement.

e Policy & Documentation Review: Reviewed and refined
key documentation, including the System Security Plan
(SSP) and Plan of Action and Milestones (POA&M), to
strengthen evidence of control implementation.

¢ Managed Service Provider (MSP) Alignment: Clarified
MSP responsibilities for monitoring, patching, and incident
response to ensure alignment with CMMC Level 2 shared
responsibility expectations.

e Expert Readiness Guidance: Provided expert direction
on where to focus implementation and remediation
efforts, giving Spang the clarity and confidence needed to
prepare for a formal C3PAO audit.
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SUCCESSFUL DELIVERY

e Agile Approach, Rapid Results:
Swift, thorough assessment ensured
compliance gaps were quickly identified
without compromising quality.

Smart, Scalable Recommendations:
Right-sized, tailored recommendations
helped Spang focus resources on high-
impact remediation efforts.

Streamlined Compliance Path:
Certified CMMC experts guided Spang
through key readiness steps to prepare
for a fFormal C3PAO audit.

Transparent Collaboration:

Regular communication and clear
updates kept Spang aligned, informed,
and in control throughout the
engagement.

TAKEAWAYS & KEY RESULTS

> Defined CMMC Level 2 Scope:
Established and documented a
defensible boundary to focus controls on
areas with CUI exposure, and avoid costly
reassessments triggered by boundary
changes.

> Enhanced Cybersecurity Posture:
The engagement elevated Spang’s
overall security maturity, strengthening
governance, documentation, and
operational awareness across the
organization.

> Strategic Readiness Clarity: The
CMMC assessment provided actionable
insights, allowing Spang to focus its
implementation activities for rapid
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